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This review examine the importance of AI-based facial authentication to enhance academic honesty in the 
evolving online education environment. The landscape of education is growing due to technological 
advancements; maintaining acceptable learning results will become more challenging with the move to 
digital platforms. Explains the development and history of face recognition technology, focusing on the 
increasing use of artificial intelligence (AI) in its combination to create trustworthy biometric authentication 
systems. Focuses on the accuracy and reliability of these technologies' use in person identification by 
examining in-depth AI-based face registration and authentication processes. The study examines the 
drawbacks of online education, comprising the increase in potential for dishonesty and impersonation, and 
how AI-based facial expressions can lessen these problems. It scrutinizes the research on the demise of 
conventional systems for avoiding online fraud and the rise of fresh instances of academic dishonesty, such 
as collective fraud and quackery. The following section of the paper addresses the numerous uses of facial 
recognition technology in education, ranging from virtual learning environments and e-assessment security 
to campus security and attendance control. It draws attention to how this technology may be used to progress 
resource allocation, streamline workflows, and create more individualized learning opportunities. The study 
also discourses privacy and ethical issues associated to the use of facial recognition in educational settings, 
stressing the need for accountable and open use that places a robust emphasis on safety of students' rights 
and interests. This review make available insight into the transformational possibility of this technology in 
maintaining authenticity and quality of education in the digital era by observing the convergence of academic 
integrity and AI-based authentication. 
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1. INTRODUCTION 

In recent times, there has been an increase in the prevalence and 
innovation of facial recognition technology, which employs algorithms to 
recognize individuals in static photographs or videos (Qiang, et al., 2022). 
The incorporation of artificial intelligence (AI) into facial recognition 
systems is one example of such innovation. The system converts the facial 
data into a biometric template, which is a digital representation of the 
person’s facial features (Verganti et al., 2020). When a person attempts to 
access a system, their face is scanned, and the system uses AI algorithms 
to compare the scan with the stored biometric template. The system 
converts the facial data into a biometric template, which is a digital 
representation of the person’s facial features. When a person attempts to 
access a system, their face is scanned, and the system uses. AI algorithms 
to compare the scan with the stored biometric template (Betrand, et al., 
2023; Ndubuisi et al., 2024).  

Academic integrity is considered the core principle in education that 
ensures students undergo learning with honesty and ethical principles. It 
encompasses values of honesty, trust, fairness, and responsibility, and is 
very critical in the credibility and quality of education. It sustains academic 
standards through the dedication of students to learning (Holden et al., 
2021). This fosters a culture of professionalism and integrity within the 
student body. Academic integrity is a foundational pillar that aims to instill 
honesty, confidence and accountability in students in an effort to 
demonstrate their commitment to learning and as a result can help create 
a positive culture of integrity (McCabe and Pavela, 2004). 

Modern technology has placed a strong impact on education with the 
approach to personalized learning, interactive learning, and ease of access, 
collaboration, efficiency, and availability of resources, skill development, 
continuous learning, data-driven insights, and a global perspective (Raja 
and Nagasubramani, 2018). Adaptive software and online resources are 
used to create personalized learning plans, while interactive learning 
through virtual labs, simulations, and educational games increases 
understanding and retention. Technology has made education more 
accessible to people worldwide, including those with disabilities, through 
online courses and specialized learning apps (Aggarwal, 2023). Online 
platforms foster global learning communities, allowing for collaboration 
regardless of physical location. Teachers are able to concentrate on 
teaching when administrative activities are automated. The internet offers 
an enormous array of resources, for example open educational resources, 
enhancing the educational experience (Zamiri and Esmaeili, 2024).  

Digital literacy and other 21st-century skills are developed through 
exposure of the educational system to technology. Online learning 
environment offers lifelong learning beyond traditional schooling 
(González-Salamanca et al., 2020). Educational technologies monitors 
student progress, giving data-driven insights to tailor teaching strategies. 
Global perspectives are also provided by technology, preparing students 
for a globalized world (Agarwal et al., 2024). An important factor in 
technological advancement is improving educational system. 
Opportunities for creativity are increased, personalized learning is 
supported, and formalized learning is enhanced.  
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Technology can make learning more engaging for students and provide 
greater variety, allowing for more personalized and interactive 
instruction. With the help of distance learning systems, technology has 
proven essential for the sustainability of education during crises such as 
the COVID-19 pandemic (Boshkut et al., 2020; Haleem et al., 2022). At the 
center of cutting-edge innovation and academic integrity, AI-based facial 
verification in education is a game-changing breakthrough. Strong 
verification methods are more important than ever to guard against fraud 
and preserve the integrity of academic achievements as educational 
institutions use digital platforms for learning and assessment (Gallent, 
2023). 

1.1   Brief History of Facial Authentication 

In 1964, computer programming for facial recognition was investigated by 
American researchers Bledsoe (Stevens and Keyes, 2021). They envision a 
semi-automated process in which users input twenty computer 
measurements, like the length of the mouth or the width of the eyes. To 
make the method better, 21 additional markers (such lip width and hair 
color) were introduced in 1977. 1988 saw the introduction of artificial 
intelligence as a way to improve upon previously employed theoretical 
tools, which had numerous flaws. Using mathematics, or "linear algebra," 
it was possible to simplify and alter images without the need for human 
markers.  

In 1991, Alex Pentland and Matthew Turk of the Massachusetts Institute 
of Technology (MIT) unveiled Eigenfaces, the first facial recognition 
system that worked (Turk, 2023). Eigenfaces employs the Principal 
Component Analysis (PCA) statistical technique. The Face Recognition 
Grand Challenge (FRGC) competition was launched in 2005 with the goal 
of promoting and developing face recognition technology to support 
existing facial recognition research (Adjabi, 2020). Everything goes faster 
in 2011 because deep learning, a machine learning approach based on 
artificial neural networks, is used (Srinivas et al., 2022). The computer 
chooses which points to compare since more photos help it learn. 

In 2014, Facebook's in-house Deepface algorithm allows it to identify faces 
(Dirin and Kauttonen, 2020). The social network asserts that their 
algorithm is around 97% closer to how well the human eye performs. The 
development of facial recognition technology today has prompted 
numerous investments in business, industry, law, and government 
applications. As an example, Apple recently released updates that included 
a facial recognition tool that is currently being used by retail and banking 
(Petrescu, 2019).  Mastercard developed the Selfie Pay facial recognition 
system for online transactions.  In 2019, Chinese consumers who wish to 
purchase a new phone will have to give the operator permission to scan 
their faces. By utilizing a live facial recognition-based intelligent 
surveillance system, Chinese police caught a suspect in "economic crime" 
in 2018 during a concert after his face was recognized among a crowd of 
50,000 people using a national database (Adjabi et al., 2022). 

2. LITERATURE REVIEW 

Academic dishonesty can take various forms, but the most prevalent ones 
are data fabrication, plagiarism, copying and pasting, and peeking at other 
people's work (Saleem et al., 2021). Academic fraud damages educational 
institutions' reputations by producing inaccurate evaluations of students' 
performance and perhaps inaccurate student grades. Research fraud is an 
important ethical issue that threatens academic integrity (Mulenga and 
Shilongo, 2024). Academic fraud severely injures the standing of 
educational institutions and the credibility of their graduates (Utami, and 
Purnamasari, 2021). Dishonesty has been detected in various ways. 
Organizations have used various strategies such as technology-based 
solutions and ethical education to combat fraud (Asaro et al., 2023) 
Through technology, such as plagiarism detection software, turnitin.com, 
or digital essay scanning, educational institutions can ensure that their 
students are held accountable for their actions (Alua et al., 2023). 

Technological advances have accelerated research in this area. Alrubaishet 
al. suggest enhancing the current techniques in order to develop a model 
that identifies the intention to cheat (Yulita et al., 2023). The algorithm is 
supported by a range of devices and technology, including an eye-tracking 
system and a heat detector connected to a security camera. (Klaib et al., 
20). Students who want to cheat release a specific spectrum of heat from 
their bodies because of the connection between their bodies and emotions. 
Because of the heat rays, the camera will concentrate and recognize the 
faces of the students. In order to determine whether or not a student is 
going to cheat, it will next recognize the pupils' eyeballs and begin 
analyzing their movements21. (Ong et al., 2023). Ultimately, detecting 
students who plan to cheat would be greatly aided by the use of this 
technique. Its use would also not be restricted to educational 

environments; other sectors might employ it with only little modifications 
(Cotton et al., 2023). 

A 360-degree security camera is used in a unique exam proctoring system 
described by (Turani et al., 2020). The safety of online tests is the primary 
worry. Because of this, a delivery mechanism must guarantee both the 
identity of the test-taker and the test's whole validity. This study 
investigates the use of 360-degree security cameras rather than 
traditional webcams to increase test security and reduce stressful limits. 
Furthermore, this study provides an automated proctoring paradigm that 
can be used to enhance the proposed method and reduce cheating. It does 
this by eliminating the need for real-time proctoring and scheduling 
constraints. Online testing is a seamless process and a biometric-secure 
infrastructure makes it easy to validate and employed an alternative 
hardware-related method (Turani et al., 2021).  

The system hardware, which is utilized to monitor the visual and audio 
environment of the testing site, consists of a wear-cam, a camera, and a 
microphone. Their paper describes an online test-taking automated 
multimedia analytics system. The most important behavioral inputs are 
continuously assessed by the six main parts of the system, which are text 
detection, audio detection, active window detection, gaze estimation, and 
phone detection. They combined the continuous estimating components 
and added a temporal sliding window to create higher-level 
characteristics that may be used to classify whether a test-taker is cheating 
at any time during the exam (Noorbehbahani et al., 2022). Research 
advancements depend not only on hardware but also on machine learning-
based computer vision. Through the use of machine learning innovations, 
computer vision has improved its ability to process images, recognize 
objects, and track, leading to more accurate and reliable research.  

This detection is successfully accomplished by the use of computer vision. 
Using machine learning, systems can become more intelligent. Due to this 
growing intelligence, computer vision systems can now more accurately 
detect suspicious activity. Technological developments in deep learning 
processing also have an immediate impact. Several studies have used this 
approach to identify suspicious behavior in online and offline testing. 
Usually CNN is used (Ong et al., 2023). In many applications, including 
industrial automation, medicine, and pedestrian monitoring, CNN 
frequently uses transfer learning for object recognition (Cengiz et al., 
2021). Additionally, it is anticipated that transfer learning will be useful in 
detecting online exam fraud, as this study shows. There are now only a few 
English-language online exam cheating detection systems accessible. 
https://www.autoproctor.com is one such application (accessed on May 
2, 2024). Thus, software in the Indonesian language is still required to 
assist educators with different backgrounds and levels of education (Yulita 
et al., 2023). 

3. AI-BASED FACIAL AUTHENTICATION: HOW IT WORKS 

The two main steps in facial recognition are registration and 
authentication. The steps are explained below. 

3.1   Registration of the Registrar 

Facial data collection: An individual’s face is thoroughly scanned at the 
beginning of the registration process. Typically, the camera on the user’s 
device performs this initial scan, securing the biometric data. The scan 
uses machine learning to provide a 3D representation of the user’s facial 
body, ensuring accuracy and reliability (Phadke, 2023). The scans yield a 
3D representation of the user's facial anatomy using machine learning, 
ensuring precision and dependability. Facial data, extracted in the 
preceding stage, is projected onto a unique biometric template known as 
a "faceprint"(Boulos, 2021). This template contains the features of the 
subject's face, such as the distance between essential landmarks like the 
eyes, and the measurements from the forehead to the chin. The faceprint 
uniquely identifies each person's digital ID. (Kanakam et al., 2023). 

3.2   Authentication  

Face matching algorithms: Every time a person tries to log in, the system 
captures a new photo of their face. This scan is compared to the stored 
biometric template. Access is allowed if the system determines that the 
two scans accurately match. If there is a discrepancy, the user can be asked 
to try again or provide another form of identity (Ukamaka et al., 2023).  

Confirming the identity of the user: Recent years have seen a tremendous 
improvement in facial recognition technology accuracy, with the most 
advanced algorithms reaching precision close to that of a person. With the 
advancement of machine learning and artificial intelligence, the 
recognition rates have been improved for a large variety of demographics 
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by addressing the issues with varying lighting, angles, and demographic 
biases. It is key to bear in mind that it all depends on the permissions for 
devices of users, software, and hardware to determine the power behind 
the performance of facial recognition authentication. This integration 
assures a seamless and safe experience. (Ukamaka et al., 2023). 

4. CHALLENGES TO ACADEMIC INTEGRITY IN ONLINE EDUCATION 

Students can commit acts of dishonesty with increased ease without any 
presence of physical supervision. Facial authentication powered by AI can 
prevent this through ensuring that only the person enrolled in a course is 
the one attending and taking assessments. A major concern has been the 
erosion of traditional measures to prevent online cheating (Rodrigues et 
al., 2023). Ghizlane and Reda noted that a significant obstacle to online 
proctoring is the lack of automated and continuous monitoring systems 
together with insufficient authentication procedures as opposed to 
physical (Ghizlane and Reda, 2019). 

Without specialist equipment, it is thought to be nearly impossible to 
conclusively prove a student's cheating in a classroom (Bilen and Matros, 
2021; Moukhliss et al., 2019). According to a number of studies, there is a 
greater likelihood of cheating when there are technological difficulties, 
poor proctoring, insufficient supervision, and a general perception that 
integrity in online settings is not being upheld (Gamage et al., 2020; 
Verhoef and Coetser 2021; Noorbehbahani et al., 2022). Furthermore, 
having easy access to the internet has made cheating more appealing. This 
was made abundantly clear when the 2020 Advanced Placement Exams 
were given in the United States without proctoring. Google searches for 
exam-related keywords increased dramatically in frequency. Pupils who 
behaved dishonestly were also identified. According to research, 
proctored online tests usually result in a GPA rise of half a grade (Dendir 
and Maxwell, 2020; Diarsini., et al., 2022). As can be expected, these 
rewards have enhanced the motivation and rationale for the perpetration 
of academic misdeeds, thereby growing skepticism in the educational 
system. As applied in the "simultaneous-move game," Bilen and Matros 
argued that many students balance the utility of online cheating with the 
associated costs.  

Recent studies have, however, noted the new wave of cheating behaviors, 
particularly over contract and collaborative cheating (Turani et al., 2021). 
A method, termed "ghosting," refers to giving homework assignments or 
test administration to another person than the enrolled student in order 
to evade plagiarism detection software (Ralston, 2021). The growth of this 
practice has been prompted by pressures to post good grades, lack of 
safety measures online, and student fatigue. Moreover, the ways of 
performing collaborative cheating have transformed; this is now done 
through the use of digital communication applications, file sharing, and 
study aid sites as a way of collaborating without permission. These new 
ways of cheating, which are difficult to manage, dent the credibility of 
online education (Dick et al., 2002).  

5. FACIAL RECOGNITION TECHNOLOGIES IN EDUCATION 

In light of this divisive backdrop, we must think about how these 
technologies are being used in the unique setting of education. Although it 
is rarely brought up in discussions about facial recognition in society, one 
public space where this technology is starting to be adopted and used 
widely is schools (Andrejevic and Selwyn, 2019). Facial recognition 
systems have now been made available to hundreds of US schools, with 
manufacturers "pitching the technology as an all-seeing shield against 
school shootings. Systems that claim to identify unauthorized individuals 
have also been designed to employ video object classification, which has 
been trained to identify objects resembling guns, in addition to more 
subdued types of "anomaly detection," like when students show up at 
school wearing different clothes, bags, or other items of clothing 
(Andrejevic and Selwyn, 2019).  

School officials are expected to be able to use these technologies to 
determine who is initially on campus and to monitor those who have been 
identified throughout the school. According to the SAFR education 
system's marketing, "schools can stay focused and better analyze potential 
threats" by knowing where students and staff are (SAFR 2019). Schools 
also use facial recognition technology for attendance tracking, which 
promises to do away with the mistakes and omissions that come with 
having human teachers call rolls repeatedly for large class sizes (Deepan 
et al., 2023). This type of facial recognition technology is becoming more 
and more frequent in countries like the UK and Australia where school 
shootings and unwanted campus incursions remain rare. The Australian 
facial recognition roll-call system, "LoopLearn," for example, has allegedly 
been able to save teachers up to 2.5 hours of work a week. In some places, 

automated registration systems are also thought to be a useful tool for 
resolving issues with "proxies" and "fake attendance," particularly in 
nations like India where it is customary to use false attendance records.  

In addition to campus security and tracking real persons, facial recognition 
technology is being used in many "virtual learning" settings. For example, 
facial recognition systems are now under development to ensure the 
validity of various components of online courses. One way to do this is to 
restrict access to online learning resources (Andrejevic and Selwyn, 2019). 
Another is the authentication of online learners through the use of 
webcam-based facial recognition (Valera et al., 2020). In a similar vein, the 
application of facial recognition technology to the security of online 
assessments is gaining traction. Finally, face detection methods are 
becoming more and more popular as a measure of student "engagement" 
and learning. Studies and research in this area, for example, suggest that 
recognizing transient "facial actions" can be a useful indicator of students' 
(non)engagement with virtual learning environments; these moments can 
be associated with boredom, confusion, delight, flow, irritation, and 
surprise (Rooj et al., 2023).  

When it comes to learning, brow-raising, lip dimpling, and eyelid tightness 
are seen to be highly perceptive facial expressions. Some argue that "facial 
microexpression states"—that is, facial states lasting less than 0.5 
seconds—have a strong link with conceptual acquisition and may offer 
valuable insights into learners' thoughts. Overall, emphasis is being drawn 
to the face as a "continuous and non-intrusive way of understanding 
certain facets of the learner's current state of mind" (). In fact, a great deal 
of this work stems from the subject of "emotion learning analytics," which 
has long attempted to use facial recognition to extract indications of 
learning in higher education. Learning scientists have focused on utilizing 
facial recognition to recognize "academic emotions" that represent 
achievement (pleasure, fear, and frustration) as well as "epistemic" 
emotions deriving from cognitive processing, social emotions, and 
engagement with the learning issue.  

Dewan assert that recognizing these emotions from facial expressions can 
provide insight into problems related to knowledge, stimulation, anxiety, 
and/or annoyance (Dewan, 2019). Some educationalists are eagerly 
anticipating the widespread use of facial learning detection as a result of 
these mostly experimental advancements. According to Vinutha there may 
be opportunities in the near future to obtain a "real-time" understanding 
of which student groups are "productive" and other situations "where the 
overall activity is not productive (Vinutha, 2022)." Because automated 
learning systems may be made to be highly customized, integration of 
these systems into student learning interfaces is encouraged. This allows 
for real-time recognition and reaction to specific students while keeping 
track of their achievements and emotional states. When these systems 
finally replace and enhance teacher-centered forms of instruction, they 
must be able to "recognize" and respond to individual students. The online 
economy's long-standing promise of customization is supported by 
automated technologies, which can modify it to provide individualized 
tutoring at a fraction of the cost of hiring human teachers (Mouta et al., 
2023).  

6. ADVANCES IN THE USE OF THE FACIAL AUTHENTICATION IN 

THE EDUCATIONAL FIELD 

A biometric method named Biotest was created by Kalikova, Koukol 
andKrcal to identify students during exams and tests at random intervals. 
The teacher can determine whether a student's identification was 
successful by using this software. A notification is sent to the teacher via 
the system if a student's identity is not confirmed three times 
(Thongkanchorn et al., 2021). Fayyoumi and Zarrad created a facial 
authentication software in the same field of study to help students identify 
themselves when taking tests online. In order to ensure that the student 
who started the exam is the same one who finished it and to prevent fraud, 
the researchers not only configured the software during the online exam 
login process, but they also conducted continuous monitoring (at short 
intervals) during the exam period.  

The face recognition protection algorithm was proposed by that can 
identify attackers and prevent them from entering restricted areas 
accessible only to authorized users (Ovezan et al., 2019). Their proven 
solution consists of two components: a web browser for facial recognition 
and recognition, and verification of the use of facial authentication 
software is identified. The software operates as follows: upon the user's 
entry to the concerned area, the user's webcam begins to take various 
photographs, which are then sent to the program's database for 
subsequent comparison and analysis with an actual student photo. An 
alert is sent out if the user is not who he claims to be (Nigam et al., 2021). 
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7. STREAMLINING ADMINISTRATIVE PROCESSES AND RESOURCE 

ALLOCATION 

Some of the most important implications of facial recognition technology 
in respect to streamlining administrative processes and optimizing 
resource allocation in education are discussed below. 

7.1   Automated Attendance 

Facial recognition can automate attendance tracking in classrooms to 
reduce the administrative burden on teachers and to free up more time for 
instruction. (Pramod et al., 2023). 

7.2   Efficient Resource Allocation 

Facial recognition, through attendance and access control, can assist in 
allocating resources more efficiently for educational institutions, further 
saving costs and improving resource utilization. (Alam, 2022). 

7.3   Security on Campus 

Facial recognition can improve the security of the campus by ensuring only 
authorized individuals are admitted to certain areas. This reduces the 
number of physical checks by security and improves security in general. 
(Manimuthu et al., 2022). 

7.4   Streamlined Administrative Processes 

By streamlining administrative procedures like student registration, 
enrollment, and library access, facial recognition can make learning more 
effective and convenient for both staff and students (Siew et al., 2023). 

7.5    Personalized Learning Experience 

Facial recognition can be used in analyzing the facial expressions and 
engagement levels of students for inputs to personalize learning 
experiences and, therefore, improve the learning outcomes of the student. 
(Jaiswal and Arun, 2021). Facial recognition has the potential to effectively 
streamline administrative procedures and much more in education by 
enhancing resources put to use, resulting in a much more efficient and 
effective environment in which students and educators can learn. 

8.  ENHANCING STUDENT ENGAGEMENT AND PERSONALIZING THE

LEARNING EXPERIENCE 

Facial recognition technology in education is one of the ways through 
which a lot can be done to improve student engagement and make the 
learning process qualitatively better. 

8.1   Emotion Recognition for Engagement Analysis 

Analyzing the expressions of students is the ability of face recognition to 
understand what their emotions are, which can be indicative of 
engagement. This technology, more popularly known as affective 
computing, will make it possible for teachers to adapt teaching strategies 
in real time to better suit the needs of the students, leading to 
improvement in learning outcomes (Lee et al., 2022). 

8.2   Personalized Learning Paths 

Personalized Learning Paths: It is through identifying the point at which a 
student becomes confused or disengaged that educators are able to insert 
personalized content or support. Such individualized approaches may 
help to make learning more effective by referring to the individual 
challenges and strengths that each learner possesses. (Tetzlaff et al., 
2021). 

8.3   Adaptive Learning Platforms 

These platforms can employ facial recognition to modify the hard level of 
the material or the speed of instruction. For example, if a pupil seems to be 
tired, the platform might give additional challenging material to re-engage 
them (Alam, 2022). 

8.4   Feedback and Assessment 

Beyond traditional assessments, facial recognition can provide immediate 
feedback by interpreting students’ non-verbal cues. This can be 
particularly useful in large classrooms or online settings where personal 
interaction is limited (Pabba and Kumar, 2021). 

8.5   Enhanced Interaction in Virtual Learning Environments 

Facial recognition can bring a new level of interactivity to virtual 
classrooms. By animating avatars or triggering responses based on 

students’ expressions, the technology can create a more immersive and 
responsive learning environment (Alam, 2022). While these points 
emphasize the transformative possibility of facial recognition in learning 
environment, it’s also vital to navigate the ethical concerns such as privacy, 
consent, and data security. Successful integration into the educational 
system is dependent on making sure the technology is accountable and 
transparent. The aim should continuously be to advance the educational 
experience without compromising the rights and well-being of students. 

9. CONCLUSION 

The potential for the integration of AI-based facial authentication in 
education to augment academic integrity and improve the educational 
experience is great, especially as education increasingly moves online. 
This paper discusses the history and technological development of facial 
recognition, including its accuracy and reliability for biometric 
authentication. It outlines the issues of online education: the rebirth of 
sophisticated academic cheating and how AI-based facial authentication 
will ensure the persons that sit for the assessment are enrolled. 
Applications are also put forward for facial recognition in campus security 
to the virtual learning environment, with the need for responsible and 
transparent implementation so that the privacy and rights of students are 
properly safeguarded. In a nutshell, AI-based facial authentication 
promises to provide a safer, more efficient, and personalized educational 
environment that shall raise the quality and credibility of education in the 
digital age. 
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